Baids: Detection of Blackhole Attack in Manet by Specialized Mobile Agent

{tag} {/tag}
International Journal of Computer Applications

© 2012 by IJCA Journal

Volume 40 - Number 13

Year of Publication: 2012

Authors:
Debdutta Barman Roy

Rituparna Chaki

10.5120/5037-7355
{bibtex}pxc3877355.bib{/bibtex}

Abstract

The inbuilt flexibility along with easy set-up and low maintenance cost causes MANETS to be
increasingly useful in catastrophe management, battlefield surveillance; etc. The
infrastructure-less performance of MANET has made it more vulnerable to intrusion than ever
before making the security of network all the more acute. As the previously used security
systems fail to protect the MANET from insider attacks, the need for an Intrusion Detection
System (IDS) becomes evident. IDS based on Mobile Agents is long been used for securing the
MANET. The prior works seem to suffer from computational overhead leading to performance.
This paper proposes a mobile agent based IDS in order to reduce the overheads. The use of
distributed ID consists of multiple mobile agents which assist over a large network and to make
communication with each other, or with a central server that provide advanced network
monitoring, incident analysis, and instant attack data. This as a whole reduces the network
bandwidth usage by moving data analysis computation to the place of the intrusion data &
sustains on the heterogeneous platforms.
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